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Weak Memory

CPUs execute instructions out-of-order

execute

weak behavior (Arm)
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Weak Memory Mapping (Incorrectly)

x86 Arm

✗

✗

execute
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Correctness
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Proof Structure

construct

Armx86 justify

x86 Arm

 Ideally, mechanized proof in a proof assistant
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Problem

1. For each mapping, programmers reprove well-formedness

2. Proof assistant must be explicitly told that properties transfer along mapping

Mechanizing these proofs is challenging and time-consuming
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Solution

1. For each mapping, programmers reprove well-formedness

○ Burrow proves well-formedness generally

2. Proof assistant must be explicitly told that properties transfer along mapping

○ Burrow primitives translate common properties

Implemented in
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Methodology

● Axiomatic semantics

● Proof by contradiction

● Three main proof components:



● Our prior work on binary translation

○ Lasagne

○ Risotto

○ Arancini

[PLDI’22]

[ASPLOS’23]

[ASPLOS’26]
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Case Study

● Mapping from x86-to-Arm

also optimization proofs on IR

found errors in QEMU and Arm

mixed-size accesses
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Burrow: A Proof Framework for Weak Memory

Problem

Mechanizing weak memory mapping proofs is 
challenging and time-consuming

Solution

Burrow makes writing those proofs easier

Contact:
dennis.sprokholt@tum.de


