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Abstract

The reliability of the global compute stack rests on an infor-

mal symbiosis between the Linux kernel and its compilers.

To scale on weak memory architectures, the kernel relies

on fine-grained dependency ordering, a zero-overhead syn-

chronization mechanism preserved by data or control flow.

However, a “compiler gap” has emerged: while the Linux

Kernel Memory Model (LKMM) formalizes these dependen-

cies, modern compilers optimize under C11, which does not

recognize them. As optimizations grow more aggressive, this

mismatch risks silently eliminating critical synchronization.

We present a novel hybrid framework for automatically

detecting broken LKMM dependencies at scale in the Linux

kernel. It bridges formal semantics with system-level verifi-

cation through: (1) a rigorous operational characterization of

dependencies; (2) a path-sensitive compiler-based analysis

integrated into LLVM to identify broken dependency chains;

and (3) a model checking phase to prove actual violations.

Our analysis of the v6.16 kernel, covering 25,000+ modules

and 2 million dependency chains, gives us a high degree of

confidence that the kernel remains semantically safe, even af-

ter nearly half of all syntactic dependencies are broken. This

safety is not due to formal guarantees but rather “defense-

in-depth”: a combination of inline assembly, locks, and luck!

This work provides the empirical foundation to resolve a

decade-long debate and paves the way for concurrency-

aware compilation.

CCS Concepts: • Software and its engineering → Op-

erating systems; Multithreading;Model checking; Auto-
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1 Introduction

Shared-memory multiprocessors are now ubiquitous, from

mobile devices to hyperscale datacenters. Yet, writing ef-

ficient parallel code remains challenging, especially in the

Linux kernel, where every cycle matters. On weaker architec-
tures such as Arm [5, 47] and Power [18], kernel developers

rely on fine-grained dependency ordering. Unlikememory bar-

riers (fences), which flush store buffers or stall pipelines [45],

dependency ordering exploits implicit hardware guarantees.

When loading an address from memory and then loading

from it, hardware respects the order between these accesses.

This “free” synchronization underpins scalable kernel primi-

tives, e.g., Read-Copy-Update (RCU) [50, 56], which provides

low-overhead reader-writer synchronization.

Kernel on weak memory architectures: Dependency

ordering gives the kernel zero-cost synchronization on

weak architectures—but only if compilers preserve it.

Crucially, hardware guarantees must be expressible in C

in order to profit from them. In 2012, Torvalds explicitly

rejected C11’s memory model for the kernel [68], stating:

“ [...] the kernel will happily take the memory model of
the underlying hardware [...]”
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rather than conform to a standard that did not grant devel-

opers sufficient control [69]. A deliberate bet that forgoes

language support in favor of performance.

The core issue is a fundamental mismatch between the

Linux kernel’s dependency-based ordering and guarantees of

modern C/C++ [4]. For standard-compliant compilers, unless

a dependency is explicitly marked with a specific atomic

operation (such as memory_order::acquire), it does not
exist as an optimization constraint. C11 proposed a lighter

alternative, memory_order::consume, enforcing ordering
through hardware dependencies instead of barriers.

In practice, however, the implementation of consume has
been a notorious failure. Because C11 compilers do not treat

syntactic dependencies as ordering constraints, they often

break during optimizations. As Boehm [13] summarized:

“ [...] it is widely accepted that the current definition of
memory_order::consume in the standard is not useful.
All current compilers essentially map it to
memory_order::acquire [...]”

Consequently, the kernel is left without a faithfully imple-

mented language-level model to express the very dependen-

cies upon which its performance and correctness rely.

C11 standard not suitable for Linux: C11’s only mech-

anism for dependency ordering was never implemented

as intended; no language-level support exists.

The problem: Compilers (likely) break dependencies.

From the compiler’s perspective, ignoring dependencies en-

ables more aggressive optimization and reordering. Outside

consume, ordering does not rely on dependencies in standard

C/C++. However, this can introduce correctness bugs in the

Linux kernel. As McKenney [52] noted in 2014:

“ The thing that makes me very nervous is how much the
definition of ‘reasonable optimization’ has changed. [...]
Are ARM and Power really the bad boys here? Or are they
instead playing the role of the canary in the coal mine?”

An optimization is only “reasonable” when it does not cause

the program to show new behavior [73]. Yet what is reason-

able for standard C/C++ may not be for the kernel.

By 2019, this became explicit: the kernel began actively

disabling compiler optimizations, as noted by Torvalds [70]:

“ We actually disable lots of “valid” (read: the standard
allows them, but they are completely wrong for the kernel)
optimizations because they are wrong.”

A more recent example comes from the arm64 maintainers:

in LTO builds, all READ_ONCE() accesses were promoted to

acquire semantics, sacrificing the performance advantage

that dependency ordering was designed to provide.

Kernel vs. compilers: The kernel and compilers are in

open conflict: the kernel actively suppresses valid opti-

mizations to survive.

Although dependencies are well-understood for architec-

tures [5, 9], that is not the case for programming languages

or compilers. Formal memory models of standard C/C++ be-

come unbelievably complex regarding dependencies (used

for consume) [11], or do not model them [41, 73].

The Linux Kernel Memory Model (LKMM) faces the same

issue: memory-barriers.txt [35] captures the “the min-
imum functionality that one can rely on for any particular
barrier”, which offers an intuition of dependencies, but is cru-
cially no specification. Alglave et al. [7] later formally defined

the memorymodel in the cat language, which captures most

intuitions of kernel developers but is incomplete regarding

dependencies, even leading to a recent revision [60].

Fragmented specifications:The kernel’s memorymodel

is fragmented—part informal prose, part axiomatic formali-

zation—leaving no authoritative specification a compiler

could attempt to implement.

The research gap: No concrete evidence. Both kernel

and compiler developers recognize the problem exists. In
2020, Deacon convened a dedicated Linux Plumbers Confer-

ence (LPC) session on the problem [20]. Based on proposed

ideas, Zijlstra proposed a new kernel macro in June 2021:

volatile_if() [2], designed to force compilers to respect

control dependencies. His opening was blunt:

“ With optimizing compilers becoming more and more
aggressive and C so far refusing to acknowledge the con-
cept of control-dependencies even while we keep growing
the amount of reliance on them, things will eventually
come apart.”

Torvalds rejected the proposal the same day [71], dismissing

it as “voodoo programming”, demanding empirical proof:

“ [...] but dammit, I want to see an actual real example ar-
guing for why it would be relevant and why the compiler
would need our help”

At LPC 2021, Deacon, Zijlstra, McKenney, and Alglave con-

vened again under the telling title “The Never-Ending Saga of
Control Dependencies” [21]. Again, no resolutionwas reached.
In 2022, Heidekrüger and Elver presented a status report at
LPC [34], identifying a concrete broken dependency, yet still

unable to prove that it caused an actual semantic violation.

In 2024, the C++ standards committee, formally proposed

to deprecate memory_order::consume [13] after thirteen

years in which no compiler had implemented it as intended,

leaving the kernel as the only user of dependencies in C/C++.

The problem is not confined to C: as of 2026, Rust-for-

Linux maps relaxed atomics directly to READ_ONCE() [26],

inheriting the same ordering assumptions.

The gap remains: A decade of proposals, never-ending

debates, workarounds, and deprecations has produced no

solution—the gap between kernel semantics and compiler

behavior remains open.
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This leads to the central question of this paper:

Research question

To what extent do modern optimizing compilers break
LKMM dependency chains, and can a framework finding
these breakages scale to real production code?

What the community lacked was not awareness of the prob-

lem, nor formal models, nor proposed mitigations—it lacked

the concrete empirical proof Torvalds had demanded. Detect-

ing such examples is a challenging task. A dependency is only

“broken” in a meaningful sense if its removal severs LKMM’s

preserved-program-order, i.e., if no other synchronization

(such as fences or locks) preserves the intended ordering.

Furthermore, the sheer scale of the kernel—exceeding 30

million lines of code—renders traditional formal verification

and global model checking computationally infeasible.

Our approach and contributions. We present a novel

hybrid framework to detect broken LKMM dependencies at

the scale of the full Linux kernel. Our approach bridges the

gap between high-level static analysis and low-level formal

verification through a three-pillared pipeline:

• Formal operational semantics:We clearly define how

dependencies are generated over a key subset of the C

programming language, which guides our analyses. This

formal foundation allows us to precisely define when an

optimization breaks a dependency (§ 4).

• Compiler-based filtering at scale: We hook into the

LLVM pipeline pre- and post-optimizations. Through dif-

ferential analysis across 25,000+ modules, we detect bro-

ken syntactic dependencies and identify a manageable set

of “at-risk” fragments (§ 5) from millions of kernel lines.

• Model-checked verification: To eliminate false posi-

tives, we employ bounded model checking using Dartag-

nan [29]. For each fragment at risk, we verify it against

the formal LKMM memory model. Any execution failing

verification is the empirical proof required to resolve the

decade-long debate in the community (§ 6).

After analyzing 25,000+ modules and almost 2 million depen-

dency chains, we are confident that the current implementa-

tion of the Linux kernel is safe from intra-thread reorderings

caused by broken dependencies, when compiled to x86-64

or Arm. This safety, however, is built on fragile knowledge

of compiler implementations rather than robust guarantees.

Artifact availability. The entire toolchain with the formal

semantics will be publicly available.

2 Background

Language Memory Consistency Models. Memory mod-

els define which values loads can observe. This depends on

when writes become visible and which reorderings hardware

or compilers may perform. They are commonly formalized

in two ways: (1) operational models, which describe thread

X=0, Y=0
a = READ_ONCE(*X);
if(a==0)

WRITE_ONCE(*Y,1);
else

WRITE_ONCE(*Y,1);

𝑒1

𝑒2𝑎

𝑒
2𝑏

b = READ_ONCE(*Y);
WRITE_ONCE(*X,b);

𝑒3
𝑒4

(a)

X=0, Y=0
a = READ_ONCE(*X);
WRITE_ONCE(*Y,1);

𝑒1
𝑒2

b = READ_ONCE(*Y);
WRITE_ONCE(*X,b);

𝑒3
𝑒4

(b)

W(X, 0), W(Y, 0)

𝑒1 : R(X, 1)

𝑒
2𝑏 : W(Y, 1)

𝑒3 : R(Y, 1)

𝑒4 : W(X, 1)

mo

rfe

datactrl

(c)

W(X, 0), W(Y, 0)

𝑒1 : R(X, 1)

𝑒2 : W(Y, 1)

𝑒3 : R(Y, 1)

𝑒4 : W(X, 1)

po data

(d)

Figure 1. A transformation that breaks dependencies under

LKMM. In (c), the ctrl-dependency on the left thread orders

𝑒1 before 𝑒2. In contrast, in (d), event 𝑒1 observes the value

written by 𝑒2, terminating with a=1. Note that two writes

𝑒2𝑎 and 𝑒2𝑏 in (a) are merged to event 𝑒2 after optimizations.

(All accesses are marked)

and memory behavior step by step, and (2) axiomatic models,

which constrain relations between operations in execution

graphs. Both the LKMM and RC11
1
are axiomatic [7, 8, 41].

The orderings enforced by primitives differ between them.

Execution graphs. In axiomatic semantics, program be-

havior is characterized by a set of execution graphs. Each

graph consists of events, or operations in Linux kernel ter-

minology. Events are reads R, writesW, or fences F. Some

events, namely reads and writes, can be explicitly marked
as atomic through READ_ONCE, WRITE_ONCE, or atomic_,
while regular memory access (i.e. through pointer deference)

are plain. Relations between operations include program
order po, read-from rf, modification order mo, and the read-
modify-write relation rmw. There are also dependency-based

orderings [35]:

• A data dependency data exists between a read and a po-

later write if the read value determines the written value.

• An address dependency addr exists between a read and a

po-later memory operation if the loaded value is used to

compute its address.

• A control dependency ctrl exists between a load and a po-

later memory operation if a conditional is derived from

the loaded value and the memory operation is in a branch

guarded by said conditional. This differs from control de-

pendencies on hardware, where the dependency extends

beyond the scope of the conditional [48].

1
In this paper we follow the RC11 memory model [41] when reasoning

formally about C/C++.
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hb ≜ [M];(ppo ∪ rfe ∪ . . .);[M]
ppo ≜ to-r ∪ to-w ∪ (fence ∩ int)

∪ (po-unlock-lock-po ∩ int)
to-r ≜ addr;[R] ∪ dep;[M];rfi
to-w ≜ (addr ∪ data ∪ ctrl);[W]

∪ ((mo ∪ fr) ∩ int)
∪addr;[P];wmb)

fence ≜ wmb ∪ rmb ∪ . . .

po-unlock-lock-po ≜ po;[UL];(po ∪ rf);[LKR];po

Figure 2. Part of LKMM axiomatic model [7, 8].

The relations above are primitive. They are established from

the program syntax, meaning they can be statically com-

puted. Fig. 1 shows an example program and one possible

execution graph including primitive relations.

In axiomatic models, further relations are defined using

relational algebra. For example, LKMM (see Fig. 2) defines

its preserved-program-order ppo, relating some po-earlier

instruction to some po-later instruction, i.e. ppo ⊆ po. It

captures which same-thread operations are guaranteed to

remain ordered. For example, it orders marked R/W-R pairs

through address or data dependencies (to-r), and marked

R/W-W pairs through address, data, and control dependen-

cies (to-w). It also includes order enforced by atomics, fences,

and locking primitives.

Consistent executions. Axiomatic semantics restrict the

set of consistent execution graphs with constraints (com-

monly called axioms) over relations. LKMM defines a notion

of happens-before hb, and the axiom of interest states that

consistent executions cannot have an hb-cycle.

Consider the C program in Fig. 1a and its execution graph

in Fig. 1c containing the cycle: 𝑒1
ctrl−−→𝑒2

rfe−−→𝑒3
data−−−→𝑒4

rfe−−→𝑒1. Us-

ing the definitions in Fig. 2, those edges produce the cycle

𝑒1
hb−−→𝑒2

hb−−→𝑒3
hb−−→𝑒4

hb−−→𝑒1. Thus, this behavior is not allowed by

LKMM. While LKMM intends to preserve the ppo orderings,

compilers can break (syntactic) dependencies. To illustrate

this, consider the program transformation shown between

Fig. 1a and 1b. When the program contains the if–else
construct and the graph the ctrl edge, LKMM forbids the exe-

cution where 𝑒1 (indirectly) observes the value written by 𝑒2.

However, the transformation breaks the ctrl-dependency in

the execution graph, which in turn breaks the hb-cycle. Once

the cycle is gone, the execution is allowed by LKMM. This

shows the transformation is unsound according to LKMM.

3 Overview

The Linux kernel uses address, data, and control dependen-

cies for ordering on weak architectures without costly barri-

ers. However, modern compilers optimize under RC11, which

ignores these dependencies, creating a compiler gap: opti-
mizations such as Link Time Optimization (LTO) can silently

break mechanisms like RCU. Fig. 1 shows a transformation

correct under RC11 but invalid under LKMM. Yet, there is no

evidence this causes observable misbehavior. We automat-
ically validate whether Clang breaks LKMM dependency-

based ordering at scale: (i) without annotations, and (ii) on
full kernel builds rather than litmus tests. Specifically, we

look for dependencies that provide ppo ordering in LKMM.

Since ordering can also come from memory barriers or locks,

we also tackle the problem of identifying cases in which

dependencies are the only ordering guarantee, in addition to

finding them in the first place.

Core challenge: Unpreserved program order. LKMM

provides a formal abstraction to reason about a program’s

behavior, but is neither authoritative nor complete. Detect-

ing ppo violations is hard for two reasons: First, dependen-

cies are subtle and inconsistently defined across languages,

LKMM, and hardware [35, 48]. Second, scalable analysis is

difficult: checking ppo violations requires reasoning over all

executions, which does not scale to the Linux kernel.

Core idea #1: Formalize dependencies. We analyze exist-

ing examples and informal definitions of dependencies [2, 22,

35] and define an operational semantics of how dependen-

cies are generated under LKMM. The semantics are defined

directly on structured C control flow syntax, allowing us

to capture the subtle generation of ctrl-dependencies. Our

analysis builds on those formal foundations.

Core idea #2: Hybrid analysis. To address scalability, we

combine compiler-based analysis and bounded model check-

ing. The compiler-based analysis validates that many depen-

dencies are never broken. Remaining cases are reduced to

small program fragments and analyzed via model checking,

drastically limiting the number of executions to consider.

Semantics. LKMM defines dependencies axiomatically, de-

scribing allowed execution graphs rather than how depen-

dencies arise. It exists in both informal prose [35] and formal

models [7, 8], and diverges from hardware in key ways (e.g.,

dependencies throughmemory, differing control-dependency

scopes), making it difficult to implement an analysis.

Thus, we define an operational semantics that captures

how loads, stores, and control flow generate dependencies

at runtime (Sec. 4), forming the basis of our hybrid design.

Compiler-based analysis: filtering at scale. A whole-

kernel compiler-based analysis extracts dependencies before

and after optimization and flags them as definitely preserved
or potentially broken. This reduces the search space from the

entire Linux kernel to small code fragments with potentially
broken dependencies.

Model checking: precise verification. Model checking

then determines whether these candidates correspond to

real violations or false positives, accounting for alternative

orderings through locks and barriers. While model checking

alone usually does not scale beyond small tests, restricting it

to fragments enables precise analysis on real kernel code.

4
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Formal Operational Semantics (§ 4)

Compiler

C

Asm

IR

IR

Optimizations

Preserved

Broken

Compiler-Based Analysis (§ 5)

Check dependencies

Bounded Model Checking (§ 6)

Unaffected✓

Check executions
Dangerous
code paths

Linux
Kernel

Linux
Kernel

Unintended✗

Figure 3. System overview. A compiler-based analysis identifies broken dependencies at compile time. Bounded model checking

verifies whether any executions rely on them. Both analyses are built on our formal operational semantics of dependencies.

a = READ_ONCE(*X);
*Y = a;
b = READ_ONCE(*Y);
WRITE_ONCE(*Z, b);

data

(a) LKMM

a = *X;
*Y = a;
b = *Y;
*Z = b;

(b) Architectures

a = *X;
*Y = a;
b = *Y;
*Z = b;

(c) RC11

Figure 4. LKMM data dependencies differ from RC11 [42],

Arm, POWER, and RISC-V [48].

4 LKMM Dependencies

Before implementing any algorithm that detects dependen-

cies, we must precisely define what they are. The kernel

community relies on dependencies as described in the “col-
lective opinion of its maintainers” [35], upon which hardly

any algorithm can be built. Instead, we propose a mathemat-

ically rigorous characterization of dependencies in LKMM.

To be clear, we do not insist on our particular formalization,

but we do insist it conforms to some semantics.

4.1 Intuition

We begin by contrasting dependencies in different models.

For the examples below, architectures disagree with LKMM.

Marked vs. unmarked. LKMM generates dependencies

between any accesses, but only orders betweenmarked ones.

In contrast, RC11 has none, while architectures have them

between any accesses. Fig. 4 illustrates this difference.

Structured control flow. LKMM models dependencies on

C syntax with structured control flow such as if–else state-
ments, while architectures use branch instructions. Fig. 6

shows that LKMM does not generate ctrl dependencies after

the if body [35, 53], while architectures do.

Through memory. Unlike architectures [48], LKMM de-

pendencies pass through memory, shown in Fig. 4a. C does

not specify whether thread-local variables reside in registers

or on the stack; hence, both should generate dependencies

identically [60]. Thus, LKMM expects data-dependencies

through memory, something architectures do not follow.

Very syntactic dependencies. Syntactic dependencies

derive purely from program syntax [40, 63]. Historically,

architectures used semantic dependencies, which could be

false (e.g., after multiplication by zero), and proved difficult

a = READ_ONCE(*X);
if(a < 42)

WRITE_ONCE(*Y, 1);
WRITE_ONCE(*Z, 3);

(a) LKMM

a = *X;
if(a < 42)

*Y = 1;
*Z = 3;

ctrl

(b) Architectures

Figure 6. LKMM ctrl dependencies differ from architectures.

In LKMM, they do not extend after conditional blocks.

to formalize. Hence, syntactic dependencies were adopted

instead, consequently used by LKMM as well.

a = READ_ONCE(*X);
*Y = a;
b = *Y;
WRITE_ONCE(*Z, b);

data?*Y = 42;

moe

rfe

Figure 5. As LKMM depen-

dencies pass through memory,

arbitrary threads could cause

the final write to not “truly de-

pend” on the initial read.

As LKMM dependencies

go through memory, new
scenarios for false depen-

dencies arise. In Fig. 5, an-

other thread affects if a

value truly depends on a

read. Our interpretation ex-
plicitly includes this class of
false dependencies, in line

with the historical choice to

include false dependencies

in syntactic dependencies.

4.2 Semantics

As dependencies differ subtly between languages, we explic-

itly formalize dependencies in LKMM, upon which we build

our analysis algorithms (in Secs. 5 and 6).

Syntax. As the Linux kernel is implemented in C, we con-

sider its syntax. We only use a core subset with interesting

properties for dependencies (Fig. 7).We omit do–while state-
ments; simplify arithmetic to only integer addition, omitting

fixed-width integers and floating-point numbers; and disal-

low assignments as expressions. This does not affect charac-

terization of dependencies, but simplify their presentation.

We explicitly represent adjacent statements with concat and
capture loads/stores with load_u/load_m for unmarked/

marked loads and store_ustore_m for unmarked stores.

Operational semantics. We define an operational seman-

tics describing the generated dependencies over the program

syntax in Fig. 8. As dependenciesmay rely on concrete values,

e.g., when dereferencing computed addresses, these must be

5



ASPLOS ’27, April 11–15, 2027, Heraklion, Greece Sebastian Reimers et al.

stmtF while expr stmt

| if expr stmt stmt
| assign name expr
| concat stmt stmt
| store_m expr expr
| store_u expr expr

exprF const Z

| var name
| add expr expr
| load_m expr
| load_u expr

nameF . . .

Figure 7. Core of C syntax needed for dependencies.

captured explicitly. We capture dependencies by relating a

marked load (load_m) and marked store (store_m) by their

unique runtime
4
identifier, denoted with their @id suffix.

Environments. Γ is the context with variables and M is

memory indexed by addresses—e.g., Γ = {a ↦→ 3}, M =

{4 ↦→ 42}. Those concrete values are needed because they

affect dependencies, e.g., to compute a memory address or

branch condition. Γd, Md, and 𝑆c track dependencies. Γd cap-
tures for a variable which load_m expressions (referenced

by id) have produced its values—e.g., Γd = {a ↦→ {id#3, ...}}.
Md captures load_m expressions for memory—e.g., Md =

{ 20 ↦→{id#7}, ...}. 𝑆c tracks sources for ctrl dependencies,
consisting of the load_m expressions that affected the nested
if-conditions—e.g., 𝑆c = {id#2, id#8}.
Evaluation relations. The rules cover several evaluation

relations, most notably ‘⇓expr
dep

’ and ‘⇓stmt
dep

’, which track depen-

dencies through expressions (expr) and statements (stmt),
respectively. To explain how we track dependencies, we ex-

plain the inputs and outputs of each evaluation relation.

• ‘⇓stmt
dep

’ computes the dependencies for a statement. It takes

(1) the environments ⟨Γ,M,Γd,Md,𝑆c⟩ and (2) the executed
statement as inputs. As output it produces the (1) updated
environments ⟨Γ′,M′,Γ′

d
,M′

d
⟩, which excludes 𝑆c as they

never change after statements; and (2) the generated data-,
addr-, and ctrl dependencies.

• ‘⇓expr
dep

’ computes the dependencies for an expression. It

takes the same inputs as ‘⇓stmt
dep

’, with an expression in-

stead of a statement. It returns (i) the data sources (often
denoted𝐷), which are a set of marked loads (referenced by

id) included in or referenced by the expression; (ii) addr-
dependencies to the marked loads in the expression; and

(iii) ctrl-dependencies to those same marked loads.

• ‘⇓eval’ evaluates an expression to a value, which is needed

to determine computed addresses or branch conditions.

Rules. Fig. 8 contains several interesting rules, covering

marked accesses, their interaction with the local environ-

ment, and basic control flow. The remaining definitions for

the full syntax in Fig. 7 are included in App. C.

• ASSIGN generates the addr- and ctrl-dependencies for an

expression. It also obtains the data sources 𝐷 , which it

includes in the local environment Γdeps. Notably, it only

4
We assume identifiers to be globally unique per execution. Repeated execu-

tions of “the same” instruction within a loop have different identifiers.

generates addr- and ctrl-dependencies to the marked loads

– data-dependencies never target loads.
• IF-TRUE/FALSE evaluates the condition and generates data-,

addr-, and ctrl-dependencies from the taken branch. No-

tably, to obtain ctrl dependencies, it propagates the data

sources 𝐷𝑐 of its condition to the bodies.

• STORE-M generates all data-, addr-, and ctrl-dependencies

to a marked store. In addition, it stores its data source

to memory, which subsequent loads may propagate. It

obtains data sources 𝐷𝑎 and 𝐷𝑣 from its address (𝑒𝑎) and

value (𝑒𝑣) expressions respectively. Those generate addr

and data dependencies to the marked store.

• LOAD-M generates addr- and ctrl-dependencies to a marked

load. While loads never generate data dependencies, they

do act as data sources. It additionally propagates the data

sources from memory for its location, includes itself as a

data source and the sources of its address expression.

5 Compiler-Based Analysis

Optimizing compilers may eliminate syntactic dependencies.

If these are required for correct ordering under LKMM, their

removal may cause bugs. Using Sec. 4, we present an analysis

to detect broken dependencies. Fig. 1 shows a program pre-

and post-optimizations. All dependencies should remain, yet

the ctrl dependency in Fig. 1c is absent in Fig. 1d, i.e., broken.

5.1 Assumptions

For soundness, we use the assumptions from Sec. 4.1: syntac-

tic dependencies always exist (including false dependencies).
Thread-local analysis. Dependencies are thread-local, thus

we can analyze threads individually. As discussed, this as-

sumes that no other thread breaks a data; rfi propagation.

Especially during compilation, the analysis only sees a single

module at a time. Externally defined code, linked later, is

opaque but could lead to false dependencies.

Absence of front- and backend-optimizations. Optimiz-

ing compilers represent a program through different Interme-

diate Representations (IRs). For our analysis to run pre- and

post-optimizations, it must be implemented on an IR as well.

Consequently, the analysis cannot cover two conversions: (i)
A frontend conversion from the C sources to the compiler

IR, and (ii) backend conversions from the IR to the final tar-

get assembly. We must thus assume that both conversions

are straightforward and do not apply heavy optimizations,

which for our implementation (App. B) is the case.

5.2 Finding Dependencies

The analysis’s goal is to determine syntactic dependencies

between a marked load and another marked access.

Propagating operations. Any marked load acts as a data

source. Operations using such a value propagate the depen-

dency. For syntactic dependencies, analysis is reduced to

tracking data sources that can reach another marked access.
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⟨ ⟨Γ,M⟩, 𝑒 ⟩ ⇓eval 𝑣 ⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒 ⟩ ⇓expr
dep

⟨ 𝐷, a, c ⟩

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, assign 𝑛 𝑒 ⟩ ⇓stmt
dep

⟨ ⟨Γ [𝑛 ↦→ 𝑣], M, Γd [𝑛 ↦→𝐷], Md⟩, ⟨∅, a, c⟩ ⟩
assign

⟨ ⟨Γ,M⟩, 𝑒𝑐 ⟩ ⇓eval 𝑣𝑐 𝑣𝑐≠0 ⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒𝑐 ⟩ ⇓expr
dep

⟨ 𝐷𝑐 , a𝑐 , c𝑐 ⟩
⟨ ⟨Γ,M,Γd,Md, 𝑆c ∪ 𝐷𝑐⟩, 𝑠⊤ ⟩ ⇓stmt

dep
⟨ ⟨Γ′,M′,Γ′

d
,M′

d
⟩, ⟨ d𝑠 , a𝑠 , c𝑠 ⟩ ⟩

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, if 𝑒𝑐 𝑠⊤ 𝑠⊥ ⟩ ⇓stmt
dep

⟨ ⟨Γ′,M′,Γ′
d
,M′

d
⟩, ⟨ d𝑠 , a𝑐∪a𝑠 , c𝑐∪c𝑠 ⟩ ⟩

if-true

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑠0 ⟩ ⇓stmtdep
⟨ ⟨Γ′,M′,Γ′

d
,M′

d
⟩, ⟨d

1
,a

1
,c

1
⟩ ⟩

⟨ ⟨Γ′,M′,Γ′
d
,M′

d
,𝑆c⟩, 𝑠1 ⟩ ⇓stmtdep

⟨ ⟨Γ′′,M′′,Γ′′
d
,M′′

d
⟩, ⟨d

2
,a

2
,c

2
⟩ ⟩

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, concat 𝑠0 𝑠1 ⟩ ⇓stmtdep
⟨ ⟨Γ′′,M′′,Γ′′

d
,M′′

d
⟩, ⟨d1∪d2, a1∪a2, c1∪c2⟩ ⟩

concat

⟨ ⟨Γ,M⟩, 𝑒𝑎 ⟩ ⇓eval 𝑎 ⟨ ⟨Γ,M⟩, 𝑒𝑣 ⟩ ⇓eval 𝑣
⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒𝑎 ⟩ ⇓expr

dep
⟨𝐷𝑎, a𝑎, c𝑎⟩ ⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒𝑣 ⟩ ⇓expr

dep
⟨𝐷𝑣, a𝑣, c𝑣⟩

d𝑚 = { ⟨𝑑𝑣, id⟩ | 𝑑𝑣 ∈ 𝐷𝑣 } a𝑚 = { ⟨𝑑𝑎, id⟩ | 𝑑𝑎 ∈ 𝐷𝑎 } c𝑚 = { ⟨𝑠𝑐 , id⟩ | 𝑠𝑐 ∈ 𝑆𝑐 }
⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, (store_m 𝑒𝑎 𝑒𝑣)@id ⟩ ⇓stmt

dep
⟨ ⟨Γ, M[𝑎 ↦→ 𝑣], Γd, Md [𝑎 ↦→ 𝐷𝑎∪𝐷𝑣]⟩, ⟨d𝑚, a𝑣∪a𝑎∪a𝑚, c𝑣∪c𝑎∪c𝑚⟩ ⟩

store-m

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, var 𝑛 ⟩ ⇓expr
dep

⟨ Γd [𝑛], ∅, ∅ ⟩
var

⟨ ⟨Γ,M⟩, 𝑒𝑎 ⟩ ⇓eval 𝑎 ⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒𝑎 ⟩ ⇓expr
dep

⟨ 𝐷𝑎, a𝑎 ,c𝑎 ⟩
a𝑚 = { ⟨𝑑𝑎, id⟩ | 𝑑𝑎 ∈ 𝐷𝑎 } c𝑚 = { ⟨𝑠c, id⟩ | 𝑠c ∈ 𝑆c }

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, (load_m 𝑒𝑎)@id ⟩ ⇓expr
dep

⟨Md [𝑣] ∪ 𝐷𝑎 ∪ {id}, a𝑣∪a𝑚, c𝑣∪c𝑚 ⟩
load-m

Figure 8. Partial operational semantics capturing how addr-, data-, and ctrl-dependencies are generated (extended in App. C).

⟨ ⟨P,Γd,Md,𝑆c⟩, 𝑒𝑎 ⟩ ⇓exprsa
⟨ 𝐷𝑎, a𝑎 ,c𝑎 ⟩

a𝑚 = { {⟨P∪Ps, 𝑑𝑎, id⟩ | ⟨Ps, 𝑑𝑎⟩ ∈ 𝐷𝑎} } c𝑚 = { {⟨P, 𝑠𝑐 , id⟩ | 𝑠𝑐 ∈ 𝑆𝑐 } }
⟨ ⟨P,Γd,Md,𝑆c⟩, (load_m 𝑒𝑎)@id ⟩ ⇓expr

sa
⟨Md [𝑒𝑣] ∪ 𝐷𝑎 ∪ {⟨P, id⟩}, a𝑎∪a𝑚, c𝑎∪c𝑚 ⟩

load-m

⟨ ⟨P,Γd,Md,𝑆c⟩, 𝑒𝑣 ⟩ ⇓expr
sa

⟨𝐷𝑣, a𝑣, c𝑣⟩ ⟨ ⟨P,Γd,Md,𝑆c⟩, 𝑒𝑎 ⟩ ⇓expr
sa

⟨𝐷𝑎, a𝑎, c𝑎⟩
d𝑚 = { {⟨P∪Ps, 𝑑𝑣, id⟩ | ⟨Ps, 𝑑𝑣⟩ ∈ 𝐷𝑣 } } a𝑚 = { {⟨P∪Ps, 𝑑𝑎, id⟩ | ⟨Ps, 𝑑𝑎⟩ ∈ 𝐷𝑎 } }

c𝑚 = { {⟨P, 𝑠𝑐 , id⟩ | 𝑠𝑐 ∈ 𝑆𝑐 } } 𝐷 = { ⟨P∪Ps, 𝑑⟩ | ⟨Ps, 𝑑⟩ ∈ 𝐷𝑣∪𝐷𝑎 }
⟨ ⟨P,Γd,Md,𝑆c⟩, (store_m 𝑒𝑎 𝑒𝑣)@id ⟩ ⇓stmt

sa
⟨ ⟨ Γd, Md [𝑒𝑎 ↦→ 𝐷] ⟩, ⟨d𝑚, a𝑣∪a𝑎∪a𝑚, c𝑣∪c𝑎∪c𝑚⟩ ⟩

store-m

⟨ ⟨P,Γd,Md,𝑆c⟩, 𝑒𝑐 ⟩ ⇓exprsa
⟨ 𝐷𝑐 , a𝑐 , c𝑐 ⟩ ⟨ ⟨P · (⟨id, ⊤⟩), Γd, Md, 𝑆c ∪ 𝐷𝑐⟩, 𝑠⊤ ⟩ ⇓stmt

sa
⟨ ⟨Γ′

d
,M′

d
⟩, ⟨ d𝑠⊤ , a𝑠⊤ , c𝑠⊤ ⟩ ⟩

⟨ ⟨P · (⟨id, ⊥⟩), Γd, Md, 𝑆c ∪ 𝐷𝑐⟩, 𝑠⊥ ⟩ ⇓stmt
sa

⟨ ⟨Γ′′
d
,M′′

d
⟩, ⟨ d𝑠⊥ , a𝑠⊥ , c𝑠⊥ ⟩ ⟩

⟨ ⟨P,Γd,Md,𝑆c⟩, (if 𝑒𝑐 𝑠⊤ 𝑠⊥)@id ⟩ ⇓stmt
sa

⟨ ⟨Γ′
d

·∪Γ′′
d
, M′

d

·∪M′′
d
⟩, ⟨ d𝑠⊤∪d𝑠⊥ , a𝑐∪a𝑠⊤∪a𝑠⊥ , c𝑐∪c𝑠⊤∪c𝑠⊥ ⟩ ⟩

if

Figure 9. Compiler-based analysis semantics: key rules for path-indexed dependency construction. Where (𝐴 ·∪ 𝐵) (𝑘) =

𝐴(𝑘)∪𝐵(𝑘), with undefined elements in 𝐴(𝑘) and 𝐵(𝑘) treated as ∅.

Path-sensitive dependencies. To not create false depen-
dencies, we must consider control flow. In Fig. 11a, the data

dependency between @1 and @3 exists only when c is false.
To guarantee that found dependencies always exist, we have

two options: (i) we do not consider this data dependency, or

(ii) we adjust our definition of dependencies.

Since the first option would result in essentially zero de-

pendencies, we define dependencies to be path-sensitive.

Concretely, we attach a path prefix P to each dependency,

recording which branches have been taken to find this depen-

7



ASPLOS ’27, April 11–15, 2027, Heraklion, Greece Sebastian Reimers et al.

dency. With this addition, we guarantee that a dependency

exists in all executions that follow its path prefix.
Underapproximation. Tracking syntactic dependencies

by recording operations that use at least one value that is

derived from a data source, will always result in a (at least

well defined) subset of all possible dependencies. Beyond the

thread-local restriction above, compile-time analysis without

a global program view introduces three further limitations:

• External functions — Functions outside the current com-

pilation unit are opaque, so we conservatively assume

dependencies do not carry through them.

• Pointer aliasing — Through-memory dependencies require

two accesses to use the same address. Static analysis can-

not generally prove that two different expressions alias;

instead, we require expressions to be identical, which must

evaluate to the same address.

• Loops — Loops create an unbounded number of paths. For

simplicity, we analyze at most one loop iteration, yielding

only the paths of zero or exactly one iteration.

5.3 Rules

We define operational semantics over the core C subset

(Fig. 7). The rules define dependencies the analysis finds—an

underapproximation of Sec. 4 due to the restrictions above.

Compile-time constraints. At compile time, no runtime

values exist. Conditions cannot be evaluated, addresses can-

not be resolved, variables can have multiple possible values.

Instead, we must determine when two expressions evalu-

ate to the same value in all executions. Consider the code in
Fig. 10. Clearly, the expressions a in the stores to *Y and *Z
cannot be treated the same even though they are verbatim

identical. After the addition, a also depends on b at the time

of the addition (Even if b == 0). To capture this, we intro-
duce a map Γd from expressions to the set of data sources

(loads) they depend on.

An assignment 𝑣=𝑒 updates Γd, by changing the data sources
of 𝑣 to the union of data sources of variables used in 𝑒 (this

can also remove data sources). Additionally, all expressions
in Γd using 𝑣 must be updated, as no future expression can

depend on its old value.In general, we consider two expres-

sions to be the same if (i) they are verbatim identical and (ii)
they have the same data sources (under the same path).

Path-prefixed environments. To capture path-sensitivity,

we introduce the path prefix P, recording traversed branches.

In our operational semantics, we define a path as

P = [(𝑠1, 𝑣1), ..., (𝑠𝑛, 𝑣𝑛)] | 𝑠 ∈ Stmts; 𝑣 ∈ {⊤,⊥}
Stmts are all control flow statements in a program.

Each environment tracking data sources in the compiler-

based analysis must be path-prefixed:

• Γd maps expressions to path-prefixed data sources: {𝑒 ↦→
{P ↦→ {id#1}}} records that a load with @id 1 is a data

source for an expression e only in executions following

path P. Notably, all executions following P.
• Likewise, Md maps expressions—representing memory

locations—to path-indexed data sources.

• 𝑆c is a map of paths to control dependency sources.

Evaluation relations. Our analysis uses two evaluation

relations to construct dependencies. The relation ‘⇓stmt
dep

’ ana-

lyzes statements, taking the environments ⟨P,Γd,Md,𝑆c⟩ and
a statement as inputs. It produces updated environments

⟨P′, Γ′
d
,M′

d
⟩ (excluding 𝑆c which does not changewithin state-

ments) and path-prefixed dependencies ⟨d, a, c⟩. The relation
‘⇓expr

dep
’ analyzes expressions, taking the same inputs but pro-

ducing data sources 𝐷 and path-indexed dependencies ⟨a, c⟩.
a = READ_ONCE(*X1); //@1
b = READ_ONCE(*X2); //@2
WRITE_ONCE(*Y, a); //@3
a = a + b;
WRITE_ONCE(*Z, a); //@4

Γ
d
= {a ↦→ {1}}

Γ
d
= {a ↦→ {1}, b ↦→ {2}}

Γ
d
= {a ↦→ {1, 2}, b...}

Figure 10. Overwrite example

Key rules. Fig. 9 presents key rules of the analysis. Fo-

cusing on data dependencies, the most important rules are:

(i) LOAD-M recording marked loads as data sources, and (ii)
STORE-M constructing dependencies to a marked store.

Take a simple data dependency from @1 to @3 in Fig. 10

STORE-M generates data dependencies d𝑚 between the store

(@id) and the data sources of the value expression 𝑒𝑣 . LOAD-M
provides those sources. Note that without control flow, the

path P remains empty throughout the analysis.

a = READ_ONCE(*X); //@1
if(c)

r1 = a+1
WRITE_ONCE(*Y,a); //@2

else
r1 = a+2
WRITE_ONCE(*Y,a); //@3

WRITE_ONCE(*Y,r1); //@4

(a) Conditional dependencies

a = READ_ONCE(*X); //@1
WRITE_ONCE(*Y,a); //@2,3
if(c)

r1 = a+1
else

r1 = a+2

WRITE_ONCE(*Y,r1); //@4

(b) A legal optimization

Figure 11. data dependencies in diverging execution paths

Let us now add control flow: The program in Fig. 11a has

three data dependencies from the marked load (@1) to the

marked stores (@2, @3, @4). Crucially, no execution contains

both dependencies to @2 and @3.The IF rule explores both

branches 𝑠⊤ and 𝑠⊥ individually. The marked store @2 is then
evaluated in the context of P⊤ = [(if(c),⊤)], resulting in
a dependency P⊤ ↦→ {(@1, @2)}. @3 follows similarly.

The IF rule returns the original (empty) path, making later

statements unconditional, but merges the data sources Γ′
d

·∪
Γ′′
d
. Γd for @4 contains two entries for r1, thus generates two

data dependencies: { P⊤ ↦→ {(@1, @4)}, P⊥ ↦→ {(@1, @4)} }.
Algorithmic implementation. The rules introduced above

provide a definition of the dependencies the compiler-based

analysis will find, but not how it does so. We give pseudo-

algorithms of the analysis in App. C.

8
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5.4 Broken Dependencies

The formalized semantics produce ordering dependencies

for a given program. To detect whether optimizations break

these dependencies, we must compare the dependencies

found in the unoptimized and optimized program.

Differential analysis. We apply our compiler-based anal-

ysis to the unoptimized and optimized program, producing

two sets of path-prefixed dependencies. Let ⟨d𝑝𝑟𝑒 , a𝑝𝑟𝑒 , c𝑝𝑟𝑒⟩
and ⟨d𝑝𝑜𝑠𝑡 , a𝑝𝑜𝑠𝑡 , c𝑝𝑜𝑠𝑡 ⟩ denote dependencies from the unop-

timized and optimized program respectively. A dependency

present in the pre-optimization set but absent from the post-

optimization set indicates a potentially broken dependency.

Dependency equivalence. Determining equivalence of

two dependencies is non-trivial, as optimizations like hoist-

ing independent accesses out of a conditional (e.g., Fig. 11b)

can transform execution paths without breaking dependen-

cies that go through them. We note that the marked store

@2,3 is equivalent to stores @2, @3 before optimizations. All

expressions used as operands are identical under any control

flow paths taken. In general, for dependencies between iden-

tical access pairs across multiple paths, if all path prefixes

share a common subset of traversed statements, that subset

is irrelevant to the dependency’s existence.

Broken dependencies. Using the above notion of equiva-

lence, we establish when a dependency is considered broken.

It is important to note that false positives exist. Due to the

underapproximation in Sec. 5.2, the analysis may miss depen-

dencies in the optimized program, causing dependencies in

the unoptimized program to be flagged as broken. Bounded
model checking filters out these false positives.

5.5 Preserved Ordering without Dependencies

To summarize, this analysis detects broken dependencies

that may influence the ordering of accesses under LKMM.

Broken dependencies matter only if no other relation pre-

serves the intended order. Fig. 12a shows two control de-

pendencies that are definitely broken after optimizations

(Fig. 12b). However, no execution of the optimized program

can reorder the accesses due to thememory barrier smp_mb().

5.6 Limitations

In a real compiler modules are handled independently; the

compiler-based analysis can only track dependencies within

a single compilation unit. Cross-module optimizations (like

LTO), dependencies that span compilation-unit boundaries

via function pointers, or callbacks cannot be captured

6 Bounded Model Checking

The compiler-based analysis from Sec. 5 is inherently impre-

cise: it approximates loops and ignores atomics, fences, and

locks, reasoning only about to-r and to-w (under-approxima-

ting ppo). The compiler may break dependencies if other

relations (e.g., fence or po-unlock-lock-po) maintain order.

WRITE_ONCE(*Y, 1);
else

WRITE_ONCE(*Y, 1);
if(a==0)
smp_mb();
a = READ_ONCE(*X);

ctrl (⊥)
ctrl (⊤)

(a)Dependencies found by the

compiler-based analysis

a = READ_ONCE(*X);
smp_mb();

WRITE_ONCE(*Y,1);

(b) Dependencies found in op-

timized code (none)

W(X, 0), W(Y, 0)

𝑒1 : R(X, 1)

𝑒2 : W(Y, 1)

ctrl (⊥)fence

(c) One execution graph of the

unoptimized program.

W(X, 0), W(Y, 0)

𝑒1 : R(X, 1)

𝑒2 : W(Y, 1)

fence

(d) Trivial optimized execu-

tion graph

Figure 12. An optimization breaking ctrl-dependencies. The

order between events is still preserved by a fence.

Existing tools can capture LKMM ordering guarantees and

compute ppo precisely [7, 29, 61].

We use bounded model checking to determine whether a

reported broken dependency is a false positive (order pre-

served) or a compiler bug, leveraging the cat language [9].

6.1 Broken Dependencies Axiomatically

To confirm a broken dependency reported by the compiler-

based analysis, we must find an execution where the chain’s

first and last events are not ordered by ppo.

Marking dependent events. Similar to LKMM’s data race

detection, we add two sets BEGIN and END to cat and popu-

late them using the reported chains. Two events appearing

at the start and end of any chain belong to BEGIN and END
respectively. By construction, in any execution executing

both events, they are related by po.

Characterizing false positives. We say that a chain is a

false positive if in every execution where both the start and

end events are executed, they are ordered by ppo. In order

to check for false positives, we define the following relations

chain ≜ [BEGIN];po;[END]
chain-dep ≜ [BEGIN];ppo;[END]

Guiding analysis along dependency chains. When check-

ing for reorderings, model checking can safely ignore exe-

cutions where one access is unreachable. We enforce this

through an axiom stating that relation chain ≠ ∅.
Finding truly broken dependencies. Two events 𝑒1 ∈
BEGIN and 𝑒2 ∈ END can be reordered if they are not related
by ppo. Therefore, we instruct the model checker to flag any

execution where relation chain-dep is empty.

For a dependency reported as broken by the compiler-based

analysis, we consider it a false positive if no execution gets

flagged through the above axiom.

9
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Clang step

frontend irgen optimizer

Regular optCompiler-based analysis

0% 20% 40% 60% 80% 100%

Compiler-Based Analysis step

Pre-optimization Post-optimization Matching

Figure 13. Distribution of the time for compiler-based anal-

ysis as a fraction of the total compile time.

6.2 Examples

A real broken dependency. Consider the program in Fig. 1b

where the compiler removed the if–else and the execu-

tion Fig. 1d. Compiler-based analysis reports a broken chain

from 𝑒1 to 𝑒2, so 𝑒1 ∈ BEGIN and 𝑒2 ∈ END. Since the events
belong to po, we have (𝑒1, 𝑒2) ∈ chain and thus the relation

is non-empty. The events are not related by ctrl and, fol-

lowing Fig. 2, we can further derive they do not belong to

ppo and thus (𝑒1, 𝑒2) ∉ chain-dep. Since no other events are

labeled as BEGIN and END, relation chain-dep is empty, and

the model checker confirms the dependency is broken.

A false positive. Consider the same program, but contain-

ing a barrier before the conditional. Now the optimization

would indeed be sound. Even without the ctrl edge (Fig. 12d),

the events are ordered by the barrier, i.e. (𝑒1, 𝑒2) ∈ fence ⊆
ppo. Now chain-dep ≠ ∅, and the model checker flags the

report by the compiler-based analysis as a false positive.

6.3 Limitations

Opaque code. The entire analysis treats intrinsics (memcpy,
memset, etc.) as opaque. To still track dependencies through

them,we exchange calls to those intrinsics with calls to equiv-

alent (but defined) functions, e.g.,we exchange memset calls

with multiple writes of a constant value. Note that expanding

intrinsics this way risks traces too large for bounded model

checking, as those intrinsics usually span large amounts of

memory. Additionally, making their implementation visi-

ble in translation units, and potentially inlining them, may

trigger further optimizations that cannot occur in practice,

introducing false-positives.

Pointer arguments. Inspecting dependency chains from

[BEGIN] to [END] in isolation is efficient, but leaves some

memory regions uninitialized. During model checking, func-

tion arguments may carry pointers to such regions, thus

disabling code paths that rely on certain values in memory.

Recreating valid memory snapshots in general is an open

problem out of scope for this work.

Dependency Pattern

addr/data Comparison with non-NULL pointers

ctrl Identical stores in both branches

ctrl Compile-time evaluation of the condition

ctrl Boolean short-circuiting

Table 1. Known code patterns that lead to broken dependen-

cies. Our analyses detect all of these.

7 Implementation and Evaluation

We evaluate our system around three dimensions: (i) a char-
acterization of dependencies in the Linux Kernel, (ii) effi-

ciency, and (iii) accuracy of our hybrid analysis.

Testbed. We compile the Linux kernel to x86-64 and Arm

and run our evaluation on a 64-core AMD EPYC 7713P and

a 192-core Ampere 1a processor. For brevity, we present the

results for x86-64 in the main paper and defer the Arm64

results to App. D.

Kernel configuration. We evaluate the full Linux kernel,

version 6.16, with all modules enabled. Other options remain

at their defaults except that kernel sanitizers, lockdep, and
other lock-debugging features that introduce blockaddress
operations, which Dartagnan cannot handle, are disabled.

7.1 Implementation

We first briefly describe the implementation of our hybrid

framework; the complete details are covered in App. C.Built

on LLVM, the compiler-based analysis runs once on unopti-

mized and once on optimized IR, using annotations similar

to KCSAN [24, 25] to identify kernel primitives that act as

marked accesses such as READ_ONCE and rcu_dereference.
To compensate for the loss of high-level structure in LLVM IR,

we redefine ctrl dependencies using post-dominance, match-

ing the kernel’s intended semantics [51, 54].

We use the Dartagnan model checker [19, 29, 32, 33,

61], the only tool handling the full LKMM [9] directly on

LLVM IR. To avoid state-space explosion, we isolate min-

imal kernel fragments per dependency chain, and assume

non-deterministic inputs for function parameters. A key chal-

lenge is that LLVM IR lacks structured control flow, causing

Dartagnan to fall back to the hardware notion of ctrl in-

stead of the post-dominance-based definition used by LKMM.

This can lead to false negatives which we account for in C.

Validation. We validated our implementation against sev-

eral code patterns that are known to lead to broken dependen-

cies [53, 55]. Our hybrid analysis covers all of these patterns:

the compiler-based phase flags the dependency as broken,

and the model checker confirms it.

10
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Figure 14. Execution time of Dartagnan per chain, relative

to the number of events in the analyzed function.

7.2 Evaluation

RQ1. How often are dependencies used in the Linux kernel?
In total, allmodconfig results in over 25,000 modules be-

ing compiled and analyzed. Approximately 3,000 modules

contain at least one dependency chain before optimizations.

The most common sources of dependency chains are head-

ers defining widely used data structures, such as lists and

hash tables (list.h, rhashtable.h) and architecture-specific

atomic operations (atomic.h). Macros like READ_ONCE are as-

signed to their expansion site rather than their definition, so

headers like rwonce.h do not appear on the list. We provide

more details in App. D.

RQ2. Is whole-kernel analysis feasible with the hybrid design?
Compiler-based analysis. Fig. 13 shows the time of each

step in our compiler-based analysis. Compiling the full Linux

kernel takes 230 minutes, of which 20.6% (48 minutes) is

spent in middle-end optimizations. The analysis dominates

the optimization runtime with 43 minutes. Pre- and post-

optimization passes each account for 44% of the analysis time,

with the remaining 12% spent on dependency matching.

Model checking. Fig. 14 shows Dartagnan’s execution

time (using a 1 min timeout) growing roughly linearly with

the number of events in the analyzed function. The median

completed run contains 140 events, whereas timed-out runs

(not shown) have a median of 25,500. Reducing program

size is therefore essential. Also note, due to this substantial

difference in events between completed and uncompleted

runs, increasing the timeout yields diminishing returns as it

increases the total execution time, while giving confirmation

of only a few longer chains. We chose the 1 min timeout as

a practical middle ground between unusable runtimes and

insufficient coverage.

Takeaway. Hybrid analysis makes whole-kernel analysis

feasible: the compiler-based filter allows the model checker

to run only on greatly reduced fragments. This avoids time-

outs on a majority of dependency chains.

RQ3. How many dependencies are broken by optimizations?

Breaking dependencies. In fact, the absolute number of

dependencies increases after optimizations, but to validate

optimizations, we must ensure that each dependency chain

before optimizations, has an equivalent chain after optimiza-

tions, as explained in Sec. 5. Fig. 15 shows that for almost half

of all dependencies, the compiler-based analysis determines

that a dependency is not preserved.

Keeping order. Broken dependencies are false positives if

the intended order is preserved by other means, which we

check through model checking. Order is preserved in 78%

of cases. Broken dependencies are reported in 4.4% (result:

FAIL). However, after inspecting the generated violation wit-

nesses, they all contain out-of-bounds accesses due to the

lack of context for function parameters, e.g., if a function

takes a pointer as parameter and the memory region the

pointer points to was not properly initialized. A further 16%

of chains cause model checker timeouts or errors, leaving

their status undecided. Timeouts stem from large chains,

while errors arise from an incomplete frontend, especially

limited support for memset and memcpy intrinsics.

8 Related Work

We situate our work in three areas: compiler correctness

under weak memory, formal models and tools for the Linux

kernel, and dependency-aware compilation.

Compiler correctness. Prior work studies whether com-

piler transformations preserve semantics via formal ver-

ification or testing. CompCert [44] verifies much of a C

compiler under sequential semantics, with extensions to

relaxed memory [12, 66]. Alive2 [46] uses SMT solving to

validate LLVM optimizations. Testing-based approaches de-

tect miscompilations via differential execution and test gen-

eration [30, 58]. Téléchat [30] compares source-level litmus

tests with assembly-level executions under hardware mod-

els, covering the full pipeline, but is limited to small litmus

tests. Other work addresses compilation under weak mem-

ory, including verified compilation [65], reasoning in Promis-

ing Semantics [75], sequential reasoning in concurrent set-

tings [17], and IRs preserving weak-memory behaviors [43].

Vafeiadis et al. [73] show standard optimizations can be un-

sound under C11, motivating concurrency-aware reasoning.

Hardware memory models and dependencies. Weak

hardware models such as ARM [47, 48] and POWER [18, 48]

treat dependencies as ordering mechanisms and are formal-

ized in tools such as Armed Cats [5] and HMC [39], with fur-

ther work on testing weak-memory behaviors [15]. IMM [62]

connects language and hardware models, while Compound

Memory Models [31] studies heterogeneous compositions.

Software memory models and dependencies. Program-

ming-language memory models differ in their treatment of

dependencies. The C11/C++ model [10, 11] and operational

11
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Figure 15. Distribution of dependencies considered broken

by the compiler-based analysis, and results of Dartagnan

after analyzing broken chains.

accounts [59] do not treat dependencies as ordering con-

straints. RC11 [42], Promising Semantics [37], and subse-

quent work [57] structure reasoning under relaxed mem-

ory. This mismatch with hardware motivates IMM [62]. Re-

lated work studies thin-air behaviors [16], dependency track-

ing [36], robustness [14, 49], and consistency checking [72].

MRD and sMRD [64] incorporate dependencies at the lan-

guage level, aligning more closely with hardware.

LKMM and tooling. Herding Cats [9] introduced cat [3]

and herd for executable axiomatic models. LKMM extends

this with explicit dependency ordering [8]. Tools such as

herd7 [6] and klitmus analyze litmus tests. Other work stud-

ies LKMM complexity and dependency reasoning [22, 34].

Kernel tools like Lockdep [67], KCSAN [24, 25], Sparse [1],

and Clang’s -Wthread-safety target races, locking, or an-

notations. Additional work includes probabilistic testing [27]

and stateless model checking for RCU [38]. These approaches

either operate at litmus-test scale or target bug classes unre-

lated to dependency ordering. None checks whether compil-

ers preserve dependency chains across the full kernel.

In summary, prior work either verifies transformations under

fixed (non-LKMM) semantics, analyzes litmus tests that do

not scale to production code, or targets concurrency bugs

unrelated to dependency ordering. To our knowledge, this is

the first approach combining formal dependency semantics,

whole-kernel compiler-based analysis, and targeted bounded

model checking to check dependency preservation at scale.

9 Discussion: The Way Forward

For over a decade, the kernel community debated whether

compilers silently break dependency ordering, without tool-

ing to answer it. We provide the first answer: under the

evaluated compilers and configurations, the kernel’s seman-
tic dependency chains are intact.
Our framework enables regression testing for LKMM:

model revisions, compiler upgrades, or new optimizations

can be validated automatically against the kernel, and thus

provide the foundation to close the compiler gap. No com-

piler today treats dependencies as first-class semantic objects,

so closing this gap requires a new toolchain.

9.1 Handling of Dependencies in the Linux Kernel

The reasons the kernel survives matter as much as the result.

Of the dependencies our compiler-based analysis flags as bro-

ken, themajority (78%) are still ordered by othermechanisms—

inline assembly preventing optimizations, locks limiting in-

terleavings, or semantics-preserving transformations. This

figure is inflated by static-analysis imprecision, but even

accounting for that, the kernel’s safety rests on defense-in-

depth, not on any single formal guarantee.

Fragile implementation. Many LKMM primitives rely on

inline assembly that compilers do not optimize through, in-

cidentally preserving dependencies. This is fragile, as future

optimizations may break them without warning.

Documented antipatterns. The kernel documentation

lists patterns known to break dependencies; we use several

as litmus tests (Sec. 7). In practice, such patterns are typically

protected by locks that make the reordering unobservable.

Residual uncertainty. Our model checker flagged 4.4% of

checked chains as potentially reordered; inspection of the

witnesses shows these are false positives caused by out-of-

bounds accesses through uninitialized pointer parameters

at the isolated entry function. A further 16% remain unde-

cided due to model checker timeouts or errors. We discuss

limitations of our implementation in Sec. 5.6 and Sec. 6.3

Takeaway:Under the evaluated compiler versions, config-

urations, and given limitations, the Linux kernel is likely

not at risk from broken dependencies—but this relies on

implementation details, not formal guarantees.

9.2 Characterization of Dependencies

The LKMM must evolve as new code patterns emerge and

compiler behavior changes; when its semantics fail to capture

real behavior, the model must be revised.

Should addr carry dependencies through memory? In a

previous revision of the LKMM, data dependencies were ad-

justed to carry through memory [60]. In the same discussion,

addr dependencies were not adjusted, since common com-

piler transformations would break them. Later, a separate

discussion identified an addr dependency in real kernel code

that relied exactly on propagation through memory. Our

semantics (Sec. 4) already support addr propagation through

memory, making our analysis applicable to both the current

LKMM and potential future revisions.

Regression testing for model evolution. Each LKMM

revision requires thorough inspection to avoid mislabeling

correct behavior as bugs. Our pipeline can re-analyze the

entire kernel after each change, enabling regression testing.
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Takeaway: The LKMM undergoes continuous revision.

Our tool provides the automated, whole-kernel regression

testing this evolution demands.

9.3 Toward Dependency-Preserving Compilation

Why compilers donot preserve dependencies today. Lan-

guage memory models are defined at the source level, but

compilers discard this structure during lowering. Frame-

works such as MLIR aim to retain high-level semantics but

do not yet scale to the kernel. Axiomatic models like LKMM

require reasoning about executions, which is acceptable for

model checkers but too expensive for production compilers.

Not all dependencies require expensive reasoning, how-

ever. Identifying a syntactically-checkable subset similar to

Sec. 4 partitions dependencies into syntactically and semanti-

cally verifiable ones, analogous to partitioned memory mod-

els [74], enabling efficient compile-time checking.

Attempted compiler-side solutions. The compiler com-

munity has recognized the need for dependency-aware prim-

itives but has not converged on a viable mechanism. In

2021, Elver proposed a mustcontrol attribute for Clang/L-

LVM [23]. LLVM reviewerswere skeptical; counter-proposals

such as __builtin_load_with_control_dependency()
were discussed but never implemented. Separately, McKen-

ney et al. proposed _Dependent_ptr [28], a C type qual-

ifier to explicitly mark dependency-carrying pointers. It

was never adopted, partly due to the annotation burden

on kernel developers. These efforts demonstrate that the

problem is well-understood by both communities, but the

right abstraction—simple enough for adoption, expressive

enough for correctness—has not yet been found.

Beyond C: Rust and the LLVM backend. The compiler

gap is an LLVM-level problem, not a language-specific one:

passes breaking dependencies in C also affect Rust code,

since both Clang and rustc lower to LLVM IR. Rust-for-Linux

maps Relaxed atomics to READ_ONCE() [26], inheriting the
same dependency-carrying assumptions without compiler

guarantees. Our LLVM-based analysis applies to Rust kernel

modules without modification.

Takeaway: Efficient, general-purpose dependency preser-

vation in compilers remains an open problem. The long-

term goal is first-class compiler support for dependencies;

our work provides the empirical basis and tooling to vali-

date progress toward that goal.
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Appendix

This appendix contains additional details about our seman-

tics, implementation, and evaluation.

Contents

• Appendix A: Artifact description

• Appendix B: Implementation details of our compiler-

based analysis and model checking pipeline

• Appendix C: Full semantics of our operational charac-

terization of dependencies

• Appendix D: Algorithmic description of our compiler-

based analysis

• Appendix E: Additional evaluation results, including

results for Arm64

A Artifact

A.1 Abstract

This appendix helps to reproduce all results reported in Sec. 7.

Our artifact includes:

• Annotated Linux Kernel sources

• ModifiedClang including our analysis outlined in Sec. 5

• Modified Dartagnan with updated LKMM ctrl depen-

dencies.

The setup will compile the entire Linux Kernel under the

analysis, keeping track how long each compilation and anal-

ysis phase takes (Fig. 13). After compilation, Dartagnan

will check each flagged pair of dependent accesses. Depend-

ing on the chain length ( number of events), model checking

time increases (Fig. 14). The final report states how many

dependent accesses could be reordered, indicating a miscom-

pilation (Fig. 15).

We support x86-64 and Arm as target architectures.

A.2 Artifact check-list (meta-information)

• Programs: Clang, Dartagnan

• Compilation: Static analysis

• Data set: Linux Kernel sources

• Hardware: x86-64 (e.g. AMD EPYC 7713P), Arm (e.g.

Ampere-1a)

• Metrics: Compile time, Failing model checks

• Howmuch disk space required (approximately)?: 50Gb

• How much time is needed to prepare workflow (ap-

proximately)?: 10min

• How much time is needed to complete experiments

(approximately)?: 3h

• Publicly available?: yes

A.3 Description

A.3.1 How to access.

• Artifact: zenodo.org/records/21899811
• Full Docker images:

– rmrssebastian/lkmm-depchecker-aarch64
– rmrssebastian/lkmm-depchecker-x86-64

• Linux: github:TUM-DSE/linux-lkmm-depsan
• Clang: github:TUM-DSE/llvm-lkmm-depsan

A.3.2 Hardware dependencies. Hardware used for our

experiments: x86-64 (AMD EPYC 7713P), Arm (Ampere-1a).

Both systems should have enough cores and memory to

compile the Linux Kernel in a reasonable amount of time.

A.3.3 Software dependencies. When building from scratch:

• All dependencies needed to build clang

(llvm.org/docs/GettingStarted.html)
• All dependencies to build Linux

(github.com/torvalds/linux/tree/master)

A.4 Installation

Our artifact can be build either from scratch using the Nix

package manager, or be executed from the Docker image we

provide for both target architectures.

From source. We recommend the use of the reproducible

Nix package manager: nixos.org/download/. The setup
requires the feature flakes to be enabled: nixos.wiki/
wiki/flakes.
To build the Linux Kernel under our analysis:

## Aarch64 or X86_64
# get a shell with all dependencies
# including our modified clang

nix develop

# run the main evaluation script
# Step 1: builds the Kernel config
# Step 2: builds the Kernel
# Step 3: runs Dartagnan
# Step 4: produces figures

./scripts/depsan/go.sh

From the Docker image. We packaged the binaries to our

modified clang together with the Linux Kernel sources in a

Docker image. To use it, prepare an output directory for the

plots and run:

## Aarch64 or X86_64

docker load < <image tarball>

# run the entire analysis
# and write figures to $(pwd)/output

docker run –rm \
–cpuset-cpus=0-31 \
–tmpfs /build:rw,exec,size=200g \
-e OWNER_UID=$(id -u) -e OWNER_GID=$(id -g) \
-v $(pwd)/output:/output \
lkmm-depchecker-<arch>:latest 2> /dev/null
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Note that the timing of the compilation and specifically the

analysis is heavily influenced by the write performance of

the underlying filesystem. To avoid analysis times from being

dominated by writing the results, the Docker image needs a

fast tmpfs mount as a backend.

A.5 Experiment workflow

Kernel configuration. First, a Kernel configuration is build

with realistic, production options (e.g. no sanitizers) and all

modules enabled (highest code coverage).

Kernel build. Next, we build the entire kernel and perform

our compiler-based analysis at the same time. Depending on

the number of cores available this takes around one hour.

Per module build, in addition to the actual target code, we

produce statistics regarding our analysis and minimal LLVM

IR snipets per function starting dependency chains.

Model checking. For all dependency chains flagged as

broken by the compiler analysis, we invoke Dartagnan on

the IR snippet. Depending on the number of cores used, this

may take several hours.

Plotting. Finally, we produce all plots found in the main

paper (x86-64) and appendix (Arm).

A.6 Evaluation and expected results

Compilation and compiler-based analysis. The compila-

tion should succeed, and timing results of our analysis should

be similar to our reported numbers. Note that different sys-

tems may result in a different distribution. This includes

different number of cores, amount of memory (swapping),

and the underlying file system.

Model checking. Model checking time should increase

linearly with the number of events in the checked chains.

The distribution of model checking results should be similar

to our reported numbers. Note that different host systems

might cause different code to be compiled, which might

include inline assembly. Especially on Arm, Dartagnan’s

support for inline assembly is limited and can cause errors.

A.7 Methodology

Submission, reviewing and badging methodology:

• www.acm.org/publications/policies/
artifact-review-badging

• cTuning.org/ae/submission-20201122.html
• cTuning.org/ae/reviewing-20201122.html

B Implementation

This section discusses implementation details of the analyses

in Sec. 5 and Sec. 6. In particular, we describe problems and

limitations we encountered, how we address them, and the

implications of our implementation choices.

B.1 Compiler-Based Analysis

We build our compiler-based analysis on top of the LLVM

compiler toolchain and use it to verify whether clang uses

any optimization on LLVM IR that breaks LKMM dependen-

cies. We implement the analysis in two passes in the standard

clang pipeline. One pass performs the analysis on unopti-

mized LLVM IR, directly after being generated from the AST.

The second pass performs the analysis on optimized LLVM

IR, directly before lowering to MIR.

Lost language constructs. In order to correctly identify

Linux kernel primitives while searching through LLVM IR,

we annotate them in the Linux kernel sources, similar to

KCSAN [24, 25]. These annotations are the only required

changes to the Linux kernel, and they do not affect opti-

mizations or code generation. The changes are contained

in 7 header files that define primitives such as READ_ONCE,
rcu_dereference, and atomics. Each annotated primitive

may expand to multiple IR operations depending on the

target and configuration. We treat the resulting volatile
accesses or architecture-specific inline assembly as the cor-

responding marked accesses in LLVM IR.

Control dependencies. Control dependencies as defined in

the Linux kernel documentation [51] pose a subtle problem

to our analysis: LLVM IR does not have the ability to map

instructions back to the language constructs they are gener-

ated from. However, Linux kernel ctrl dependencies use the

scope (“legs”) of the then or else branch of an if statement

to construct the set of dependent accesses. Since this syn-

tactical information is not available during compiler-based

analysis, we slightly redefine ctrl dependencies:

“ A control dependency extends from a marked load

(READ_ONCE() or stronger) through an ‘if’ condition to a

marked store (WRITE_ONCE() or stronger) that is executed

only by one of the legs of that ‘if’ statement that does not

post-dominate the condition. ”
This more accurately captures “a later store’s execution de-

pends on a test of a value computed from a value returned by

an earlier load” [54], without relying on a particular syntax.

B.2 Bounded Model Checking

We use the Dartagnan bounded model checker [19, 61].

Together with Herd7 [9], Dartagnan is the only tool we

are aware of that can handle the full LKMM. While Herd7

can only reason about programs written in the litmus format,

Dartagnan can additionally reason about LLVM IR.

Model checking kernel fragments. Like any other model

checker, Dartagnan suffers from the state-space explosion

problem. The number of possible executions grows with the

number of diverging control-flow instructions and thread

interleavings. Additionally, the number of possible reorder-

ings depends on the total number of instructions. Despite

combining an efficient SMT encoding and several tricks to

improve scalability [29, 32, 33], applying Dartagnan to the

full Linux kernel is infeasible due to the kernel size.
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To address this issue, we exploit the observation that most

dependencies identified during compiler-based analysis span

only a small number of functions. Given a dependency chain

produced by the compiler-based analysis, we need a function

𝐹 from which both the beginning and the end of the chain

are reachable. This function serves as the entry point for

the model checker. We select 𝐹 such that after inlining all

function calls, the resulting program has minimal code size.

As is common practice in model checking, we assume non-

deterministic values for the input parameters of the entry

function. Notice that this may lead to false positives if the

values chosen by the SMT solver do not correspond to valid

inputs in an actual function call.

Reusing compiler-based annotations. While Dartag-

nan ’s litmus front-end precisely identifies LKMM atomics,

its LLVM front-end loses C-level constructs, just like our

compiler-based analysis. In order to create the correct events

with their corresponding LKMM semantics, we reuse the

same annotations for marked accesses and additionally an-

notate operations coming from fences. Read-modify-write

atomics require reconstructing addresses and values from

registers in inline assembly, which is not well supported in

Dartagnan, so we ignore them. As we show in Sec. 7, event

ordering in dependency chains is preserved in most cases

even without them.

Control dependencies. The cat language supports two no-
tions of ctrl: the one used by hardware memory models and

the one used by LKMM, with ∅ ⊆ ctrl(𝑙𝑘𝑚𝑚) ⊆ ctrl(ℎ𝑤).
For the litmus front-end, Dartagnan properly recognizes if

statements and computes the post-dominance based notion

ctrl(𝑙𝑘𝑚𝑚). In LLVM IR, however, the code only contains

gotos and labels, so Dartagnan falls back to the hardware-

based notion ctrl(ℎ𝑤) which may lead to false negatives

from the model checker. To overcome this, we ran a second

experiment setting ctrl = ∅. If the dependency reported by

the compiler-based analysis is reported as a false positive

with ctrl = ∅, the same would be true with the notion of ctrl

from the kernel. In this setting, the percentage of compiler-

based analysis reported chains to be confirmed as a false

positive is 71.45% for x86_64 and 40.2% for Arm64.

C Semantics

In Fig. 8 in Sec. 4 we gave the partial operational seman-

tics of a restricted C language with which data-, addr-, and

ctrl-dependencies are generated during program execution.

Those semantics were partial as they presented only those

rules that provided a unique insight. Here we present the

complete collection of rules in Fig. 16 for ‘⇓stmt
dep

’, Fig. 17 for

‘⇓expr
dep

’, and Fig. 18 for ‘⇓eval’. We briefly explain the rules not

previously explained in Sec. 4.2.

Statement dependencies. Fig. 16 defines ‘⇓stmt
dep

’, which

explains how data-, addr-, and ctrl-dependencies are gener-

ated when executing stmts, as defined in Fig. 7. We explain

several rules here:

• WHILE-COND/END first evaluates the condition. If the con-

dition is true (i.e. ≠0), it obtains the data-, addr-, and ctrl-

dependencies from the body. Crucially, it propagates the

data sources (𝐷𝑐 ) that affected the branch condition as

ctrl-sources for ctrl-dependencies inside the body. Those

ctrl-sources also propagate to repeating loop executions.

Once the condition becomes false (i.e. =0), no further

dependencies are produced. Crucially, any propagated ctrl-

sources do not propagate beyond the while-block – like

we illustrated for if-else statements in Fig. 6.

• STORE-U shows an unmarked store. Unlike the marked store

(STORE-M explained in Sec. 4.2), it does not generate depen-

dencies to itself. However, it does propagate dependencies
through memory, which Fig. 4a illustrated. In particular,

those data sources (i.e. load_m expressions) affecting the

address (𝐷𝑎) and the value (𝐷𝑣) are kept in the memory en-

vironmentMd. Those will thus propagate to futuremarked
stores whose value depends on reading from the respective

location in memory.

Observe that addr- and ctrl-dependencies can still be

generated whenever the address or data expressions con-

tain load_m expressions. Those dependencies thus target

only those marked loads, not the outer store_u.

Expression dependencies. Fig. 17 defines ‘⇓expr
dep

’, which

explains how data sources, addr-, and ctrl-dependencies are

generated when executing exprs. As expressions do not

contain stores, they cannot themselves be the target of data-

dependencies — they do not generate them. However, as

they can contain multiple (marked) loads, those loads do

serve as data sources that appear in the domain of a depen-

dency whenever the expression’s result is used. Here we

explain several interesting rules of ‘⇓expr
dep

’ that were omitted

in Sec. 4.2.

• LOAD-U defines how an unmarked load propagates depen-

dencies. Unlike the marked load (in LOAD-M), it does not

serve as a data source itself, nor does it generate addr- and

ctrl-dependencies to itself. Similar to the marked load, it

cannot be the target of data-dependencies either. However,

observe that data sources, and addr- and ctrl-dependencies

generated by its address expression do propagate – this

happens when that address expression contains marked

loads.

• ADD defines how dependencies from separate sub-expression

combine under the addition operator; it simply unions the

respective sets.

Evaluation. Fig. 18 defines ‘⇓eval’, explaining how expres-

sions reduce to a value. Its definitions are entirely standard,

where LOAD-M/U load a value from memory M, while VAR

retrieves a value from the local environment Γ. We define

these rules for completion, as they affect control flow and

thus the generation of dependencies.
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⟨ ⟨Γ,M⟩, 𝑒 ⟩ ⇓eval 𝑣 ⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒 ⟩ ⇓expr
dep

⟨ 𝐷, a, c ⟩

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, assign 𝑛 𝑒 ⟩ ⇓stmt
dep

⟨ ⟨Γ [𝑛 ↦→ 𝑣], M, Γd [𝑛 ↦→𝐷], Md⟩, ⟨∅, a, c⟩ ⟩
assign

⟨ ⟨Γ,M⟩, 𝑒𝑐 ⟩ ⇓eval 𝑣𝑐 𝑣𝑐≠0 ⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒𝑐 ⟩ ⇓expr
dep

⟨ 𝐷𝑐 , a𝑐 , c𝑐 ⟩
⟨ ⟨Γ,M,Γd,Md, 𝑆c ∪ 𝐷𝑐⟩, 𝑠⊤ ⟩ ⇓stmt

dep
⟨ ⟨Γ′,M′,Γ′

d
,M′

d
⟩, ⟨ d𝑠 , a𝑠 , c𝑠 ⟩ ⟩

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, if 𝑒𝑐 𝑠⊤ 𝑠⊥ ⟩ ⇓stmt
dep

⟨ ⟨Γ′,M′,Γ′
d
,M′

d
⟩, ⟨ d𝑠 , a𝑐∪a𝑠 , c𝑐∪c𝑠 ⟩ ⟩

if-true

⟨ ⟨Γ,M⟩, 𝑒𝑐 ⟩ ⇓eval 0 ⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒𝑐 ⟩ ⇓expr
dep

⟨ 𝐷𝑐 , a𝑐 , c𝑐 ⟩
⟨ ⟨Γ,M,Γd,Md, 𝑆c ∪ 𝐷𝑐⟩, 𝑠⊥ ⟩ ⇓stmt

dep
⟨ ⟨Γ′,M′,Γ′

d
,M′

d
⟩, ⟨ d𝑠 , a𝑠 , c𝑠 ⟩ ⟩

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, if 𝑒𝑐 𝑠⊤ 𝑠⊥ ⟩ ⇓stmt
dep

⟨ ⟨Γ′,M′,Γ′
d
,M′

d
⟩, ⟨ d𝑠 , a𝑐∪a𝑠 , c𝑐∪c𝑠 ⟩ ⟩

if-false

⟨ ⟨Γ,M⟩, 𝑒𝑐 ⟩ ⇓eval 𝑣𝑐 𝑣𝑐≠0 ⟨ ⟨Γ,M,Γd,Md⟩, 𝑒𝑐 ⟩ ⇓expr
dep

⟨𝐷𝑐 , a𝑐 , c𝑐⟩
⟨ ⟨Γ,M,Γd,Md, 𝑆c ∪ 𝐷𝑐⟩, 𝑠 ⟩ ⇓stmtdep

⟨ ⟨Γ′,M′,Γ′
d
,M′

d
⟩, ⟨d1, a1, c1⟩ ⟩

⟨ ⟨Γ′,M′,Γ′
d
,M′

d
, 𝑆c ∪ 𝐷𝑐⟩, while 𝑒𝑐 𝑠 ⟩ ⇓stmtdep

⟨ ⟨Γ′′,M′′,Γ′′
d
,M′′

d
⟩, ⟨d2, a2, c2⟩ ⟩

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, while 𝑒𝑐 𝑠 ⟩ ⇓stmtdep
⟨ ⟨Γ′′,M′′,Γ′′

d
,M′′

d
⟩, ⟨ d1∪d2, a𝑐∪a1∪a2, c𝑐∪c1∪c2 ⟩ ⟩

while-cond

⟨ ⟨Γ,M⟩, 𝑒𝑐 ⟩ ⇓eval 0
⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, while 𝑒𝑐 𝑠 ⟩ ⇓stmtdep

⟨ ⟨Γ,M,Γd,Md⟩, ⟨∅,∅,∅⟩ ⟩
while-end

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑠0 ⟩ ⇓stmtdep
⟨ ⟨Γ′,M′,Γ′

d
,M′

d
⟩, ⟨d

1
,a

1
,c

1
⟩ ⟩

⟨ ⟨Γ′,M′,Γ′
d
,M′

d
,𝑆c⟩, 𝑠1 ⟩ ⇓stmtdep

⟨ ⟨Γ′′,M′′,Γ′′
d
,M′′

d
⟩, ⟨d

2
,a

2
,c

2
⟩ ⟩

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, concat 𝑠0 𝑠1 ⟩ ⇓stmtdep
⟨ ⟨Γ′′,M′′,Γ′′

d
,M′′

d
⟩, ⟨ d1∪d2, a1∪a2, c1∪c2 ⟩ ⟩

concat

⟨ ⟨Γ,M⟩, 𝑒𝑎 ⟩ ⇓eval 𝑎 ⟨ ⟨Γ,M⟩, 𝑒𝑣 ⟩ ⇓eval 𝑣
⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒𝑎 ⟩ ⇓expr

dep
⟨𝐷𝑎, a𝑎, c𝑎⟩ ⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒𝑣 ⟩ ⇓expr

dep
⟨𝐷𝑣, a𝑣, c𝑣⟩

d𝑚 = { ⟨𝑑, id⟩ | 𝑑 ∈ 𝐷𝑣 } a𝑚 = { ⟨𝑎, id⟩ | 𝑎 ∈ 𝐷𝑎 } c𝑚 = { ⟨𝑠𝑐 , id⟩ | 𝑠𝑐 ∈ 𝑆𝑐 }
⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, (store_m 𝑒𝑎 𝑒𝑣)@id ⟩ ⇓stmt

dep
⟨ ⟨Γ, M[𝑎 ↦→ 𝑣], Γd, Md [𝑎 ↦→ 𝐷𝑎∪𝐷𝑣]⟩, ⟨d𝑚, a𝑣∪a𝑎∪a𝑚, c𝑣∪c𝑎∪c𝑚⟩ ⟩

store-m

⟨ ⟨Γ,M⟩, 𝑒𝑎 ⟩ ⇓eval 𝑎 ⟨ ⟨Γ,M⟩, 𝑒𝑣 ⟩ ⇓eval 𝑣
⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒𝑎 ⟩ ⇓expr

dep
⟨𝐷𝑎, a𝑎, c𝑎⟩ ⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒𝑣 ⟩ ⇓expr

dep
⟨ 𝐷𝑣, a𝑣, c𝑣 ⟩

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, store_u 𝑒𝑎 𝑒𝑣 ⟩ ⇓exec ⟨ ⟨Γ, M[𝑎 ↦→ 𝑣], Γd, Md [𝑎 ↦→ 𝐷𝑎∪𝐷𝑣]⟩, ⟨∅, a𝑣, c𝑣⟩ ⟩
store-u

Figure 16. Semantics ‘⇓stmt
dep

’, defining how addr-, data-, and ctrl-dependencies are generated for stmts (from Fig. 7).
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⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, const 𝑣 ⟩ ⇓expr
dep

⟨∅, ∅,∅⟩
const

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, var 𝑛 ⟩ ⇓expr
dep

⟨ Γd [𝑛], ∅, ∅ ⟩
var

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒𝑥 ⟩ ⇓expr
dep

⟨ 𝐷𝑥 , a𝑥 , c𝑥 ⟩ ⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒𝑦 ⟩ ⇓expr
dep

⟨ 𝐷𝑦, a𝑦, c𝑦 ⟩

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, add 𝑒𝑥 𝑒𝑦 ⟩ ⇓expr
dep

⟨ 𝐷𝑥∪𝐷𝑦, a𝑥∪a𝑦, c𝑥∪c𝑦 ⟩
add

⟨ ⟨Γ,M⟩, 𝑒𝑎 ⟩ ⇓eval 𝑎 ⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒𝑎 ⟩ ⇓expr
dep

⟨ 𝐷𝑎, a𝑎 ,c𝑎 ⟩
a𝑚 = { ⟨𝑑𝑎, id⟩ | 𝑑𝑎 ∈ 𝐷𝑎 } c𝑚 = { ⟨𝑠c, id⟩ | 𝑠c ∈ 𝑆c }

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, (load_m 𝑒𝑎)@id ⟩ ⇓expr
dep

⟨Md [𝑎] ∪ 𝐷𝑎 ∪ {id}, a𝑎∪a𝑚, c𝑎∪c𝑚 ⟩
load-m

⟨ ⟨Γ,M⟩, 𝑒𝑎 ⟩ ⇓eval 𝑎 ⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, 𝑒𝑎 ⟩ ⇓expr
dep

⟨ 𝐷𝑎, a𝑎, c𝑎 ⟩

⟨ ⟨Γ,M,Γd,Md,𝑆c⟩, load_u 𝑒𝑎 ⟩ ⇓expr
dep

⟨Md [𝑎] ∪ 𝐷𝑎, a𝑎, c𝑎 ⟩
load-u

Figure 17. Semantics ‘⇓expr
dep

’ defining how data sources, addr-, and ctrl-dependencies are generated for exprs (from Fig. 7).

⟨ ⟨Γ,M⟩, const 𝑣 ⟩ ⇓eval 𝑣
ev-const

⟨ ⟨Γ,M⟩, var 𝑛 ⟩ ⇓eval Γ [𝑛]
ev-var

⟨ ⟨Γ,M⟩, 𝑒𝑥 ⟩ ⇓eval 𝑥 ⟨ ⟨Γ,M⟩, 𝑒𝑦 ⟩ ⇓eval 𝑦
⟨ ⟨Γ,M⟩, add 𝑒𝑥 𝑒𝑦 ⟩ ⇓eval 𝑥 + 𝑦

ev-add

⟨ ⟨Γ,M⟩, 𝑒𝑣 ⟩ ⇓eval 𝑣
⟨ ⟨Γ,M⟩, load_m 𝑒𝑣 ⟩ ⇓eval M[𝑣]

ev-load-m

⟨ ⟨Γ,M⟩, 𝑒𝑣 ⟩ ⇓eval 𝑣
⟨ ⟨Γ,M⟩, load_u 𝑒𝑣 ⟩ ⇓eval M[𝑣]

ev-load-u

Figure 18. Semantics ‘⇓eval’ defining how exprs (from Fig. 7) reduce to values.
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1 %tmp = alloca i32
2 ...
3 %0 = load volatile i32, ptr @X !READ_ONCE
4 store i32 %0, ptr %tmp !READ_ONCE
5 %a = load i32, ptr %tmp !READ_ONCE
6 ...
7 call void asm "" ... !SMP_MB
8 ...
9 %10 = icmp eq i32 %a, 0
10 br i1 %10, label %THEN, label %ELSE
11 EN:
12 store volatile i32 1, ptr @Y !WRITE_ONCE
13 br label %END
14 SE:
15 ...

Figure 19. Unoptimized LLVM IR including annotations

D Algorithmic Implementation

This section outlines an algorithmic description of the compiler-

based analysis for detecting broken dependencies, as de-

scribed in Sec. 5.

To track the origins of values used in marked accesses

we heavily utilize LLVMs use-def chains. Since the analysis

concerns syntactic dependencies, the core of the algorithm
is a depth-first search (DFS) following the use-def chains,

regardless of the operations performed on them.

Reverse search. The compiler-based analysis performs the

DFS in reverse, starting from operands of a marked access

and following use-def chains backward to identify the source

of the dependency. The access and operand that starts the

search define the kind of dependency:

• Address dependencies start at the address operand of

a marked load or store.

• Data dependencies start at the value operand of a

marked store.

• Control dependencies start at the condition of a branch

instruction.

Fig. 19 shows an example of unoptimized LLVM IR of the

program shown in Fig. 12a includingmetadata added through

kernel annotations. Note again, a single marked access in C

results in multiple LLVM instructions. We define the single

volatile access or inline assembly call for each marked C

access as the defining access in LLVM IR.

Algorithm 1 Identify Dependency Search Starting Points

Procedure FindStartingPoints(𝑝𝑟𝑜𝑔𝑟𝑎𝑚)

# addr dependencies

for each marked store 𝑠 in 𝑝𝑟𝑜𝑔𝑟𝑎𝑚 do

Search(𝑠 .address, [])

end for

for each marked load 𝑙 in 𝑝𝑟𝑜𝑔𝑟𝑎𝑚 do

Search(𝑙 .address, [])

end for

# data dependencies

for each marked store 𝑠 in 𝑝𝑟𝑜𝑔𝑟𝑎𝑚 do

Search(𝑠 .value, [])

end for

# ctrl dependencies

for each branch 𝑏 in 𝑝𝑟𝑜𝑔𝑟𝑎𝑚 do

Search(𝑏.condition, [])

end for

Algorithm 2 performs the depth-first search, traversing back-

wards through operands extending the dependency chain

𝑠 passed as the second argument, until reaching a marked

load or encountering a termination condition. The Termi-

nates predicate determines whether an LLVM value (usu-

ally the result of an operation) should terminate the current

search. Examples of terminating values include constants,

returns from external functions or intrinsics, and pointers

from alloca instructions. To implement the dependency

propagation through memory described in Sec. 4, the search

continues after any load, if a po-earlier store to the same

SSA address-value exists.

Algorithm 2 Depth-first Dependency Search

Procedure Search(𝑣 , 𝑠)

if !Terminates(𝑣) then

if v.type is 𝑙𝑜𝑎𝑑 then

SearchStores(𝑣 .𝑎𝑑𝑑𝑟𝑒𝑠𝑠, 𝑠 + [𝑣])
end if

if v.type is𝑚𝑎𝑟𝑘𝑒𝑑 𝑙𝑜𝑎𝑑 then

RecordDependency(𝑠 + [𝑣])
end if

for 𝑜𝑝 ∈ 𝑣 .𝑜𝑝𝑒𝑟𝑎𝑛𝑑𝑠 do

Search(𝑜𝑝, 𝑠 + [𝑣])
end for

end if

RecordDependency then simply stores the identified de-

pendency chain for later comparison for addr and data de-

pendencies. For ctrl dependencies, it is still necessary to

identify po-later marked accesses that do not post-dominate

the branch 𝑏 currently heading the (reverse) chain 𝑠 . We

again leverage existing LLVM infrastructure, which provides

a post-dominator tree.
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#Control dependencies

Figure 20. Six most common files starting dependency chains. (x86_64)
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Figure 21. Six most common files starting dependency chains. (Arm64)
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Figure 23. Total number of dependencies found by static

analysis. Before and after optimizations. (Arm64)
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Figure 22. Total number of dependencies found by static

analysis. Before and after optimizations. (x86_64)

E Additional Evaluation Results

E.1 Continuation of Sec. 7 (x86_64)

Total number of dependencies. Notably, the number of

detected dependencies increases by 6.8× after optimization.

Passes such as instcombine can break dependencies by re-

placing dependent values with non-dependent ones, but they

can also create new dependencies. Loop unrolling has a par-

ticularly strong effect on ctrl dependencies because the static

analysis does not reason about loops: if an unrolled body

contains a marked access that can end a dependency, the

analysis will report one chain per unrolled copy, all guarded

by the same branch.

Fig. 20 shows the six files starting the most dependencies,

before and after optimizations combined. Aside the headers

defining data structures and primitives discussed in the main

paper, heavy users of dependencies are low-level modules,

such as page-flags.h and ncsi-manage.c.

E.2 Evaluation on Arm64

The results on Arm64 are similar to x86_64, with a few

implementation-caused differences.

Compiler-based analysis. Fig. 24 shows the time of each

step in our compiler-based analysis on the Arm64 machine.

Compiling the full Linux kernel takes only 180 minutes (ma-

chine dependent), of which 30.3% is spent in middle-end

optimizations. Again, the analysis takes up most of the opti-

mization runtime (70%). Pre- and post-optimization passes

each account for 44% of the analysis time, with the remaining

12% spent on dependency matching.

Model checking. Fig. 25 again shows that Dartagnan’s

execution time grows roughly linearly with the number of

events in program fragments.

Breaking dependencies. Fig. 26 shows the share of bro-

ken and preserved pre-optimization dependencies on Arm64.

Notably, the compiler-based analysis determines that 71% of

dependencies are not preserved, as opposed to only 50% on

x86_64.

Observing that the compiler-based analysis generally finds

less addr dependencies after optimizations onArm64 (Fig. 23),

we attribute that to architecture specific code breaking our

implementation, requiring further investigation.

Keeping order. Fig. 26 shows the results of Dartagnan

with respect to Arm64: 52% of checked chains result in an
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Figure 24. Distribution of the time for compiler-based anal-

ysis as a fraction of the total compile time. (Arm64)
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Figure 25. Execution time of Dartagnan per chain, relative

to the number of events in the analyzed chain. (Arm64)
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Figure 26. Distribution of dependencies considered broken

by the compiler-based analysis, and results of Dartagnan

after analyzing broken chains. (Arm64)

error. The main reasons are the presence of blockadress
operations coming from usages of labels as values in the ker-

nel and memset and memcpy intrinsics. Dartagnan reports

that 44.29% of the chains from the compiler-based analysis

are false positives.
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